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Information Security for System Administrators (Online)
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+ Information Security Overview

« Threat and Countermeasures to Confidentiality, Integrity, and Availability
« Operating System Security

« Security Policies

+ Vulnerability Assessment and Penetration Testing

« Operational Security

+ DDoS Fundamentals and Mitigation

+ Cryptography

« Password Control - End-User Perspective

+ Password Control - Secure Server-Side Storage

« Security for Services (HTTPS, FTP, TFTP, SSH/SFTP/SCP)

« Insecure File Permissions
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(0n) Desktop Computer (03@0905) Laptop Computer o c\?

[

x64 bit, Intel i5 or i7 processor

Disk Space 50GB
- RAM 8 GB

- Window 10 and above

- Privilege Level: Administrator

- Zoom App

- WebCam (for Desktop Computer)
- Earphone (Mic and Speaker)
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